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Abstract 

This capstone study was undertaken at the end of a fellowship on AI Ethics and Governance in Africa Organized by the Policy Innovation Centre 

and African Hub for Innovation and Development, in Nigeria. Artificial Intelligence (AI) is increasingly becoming part of healthcare 

transformation in Kenya, with applications spanning diagnostic support, disease surveillance, telemedicine, health information management, 

predictive analytics and administrative decision support. The study responds to a governance gap: Kenya has developed an important legal and 

policy foundation for digital health and AI, but the existing arrangements do not yet constitute a single, operational, risk-based healthcare AI 

governance and audit system. The capstone adopted a desk-based qualitative design supported by systematic literature review and document 

analysis. Evidence was drawn from peer-reviewed literature, Kenyan legislation and policy documents, international standards, AI governance 

frameworks and reports from authoritative organizations. Priority was given to literature published between 2020 and 2026, while seminal sources 

were retained where they provided foundational theoretical or conceptual value. The findings show that AI adoption is progressing, but 

institutional readiness is uneven. National referral hospitals, research institutions, private facilities and donor-supported programmes are 

relatively more active, while county and primary healthcare settings face greater infrastructure, skills, financial, data, interoperability and 

governance constraints. The study further found that Kenya’s Kenya National Artificial Intelligence Strategy 2025–2030, Digital Health Act 

2023 and Data Protection Act 2019 provide an important foundation, but significant AI-specific gaps remain around risk classification, 

algorithmic accountability, explainability, independent auditing, post-deployment monitoring, lifecycle governance and liability. Five interrelated 

categories of risk were identified: governance, ethical, technical, operational and regulatory. The study found that these risks interact and cannot 

be managed effectively through isolated controls. International frameworks reviewed, WHO, OECD, the EU AI Act, NIST AI RMF and ISO/IEC 

42001, offer complementary strengths, but none can be transferred to Kenya unchanged. The principal deliverable is therefore a context-specific 

Risk-Based Governance and Audit Framework. The framework combines governance leadership, legal and ethical compliance, risk assessment 

and classification, lifecycle governance, human and clinical oversight, continuous monitoring, independent AI auditing and continuous learning. 

It adopts a proportional approach in which higher-risk healthcare AI receives more rigorous validation, monitoring and independent assurance. 

The report concludes that responsible AI adoption in Kenya requires a shift from principle-based statements alone towards operational 

governance. The proposed framework provides a practical reference for policymakers, regulators, healthcare institutions, professionals, AI 

developers, auditors, researchers and other stakeholders seeking to promote safe, ethical, transparent, accountable and trustworthy AI in 

healthcare. 
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1. INTRODUCTION 
1.1 Artificial Intelligence in Healthcare 
Artificial Intelligence refers to computer systems capable of 

performing tasks associated with human intelligence, including 

learning from data, pattern recognition, prediction, problem solving 
and decision support. In healthcare, advances in machine learning, 

deep learning, natural language processing and computer vision have 

expanded the range of AI applications. These include diagnosis, 

medical imaging, disease prediction, patient monitoring, precision 
medicine, drug discovery, clinical decision support and healthcare 

administration (Bouderhem, 2024; World Health Organization, 2021). 
The potential value of AI is considerable. AI can process large 

volumes of information rapidly, support clinicians with evidence-
based insights, improve workflow efficiency, strengthen surveillance 

and help allocate scarce resources. However, healthcare is a high-

impact environment. An inaccurate, biased, poorly validated or 

insecure AI system can contribute to patient harm, privacy violations, 
discrimination, clinical error and loss of public trust. The governance 

question is therefore not whether AI should be used, but under what 

conditions it can be used responsibly. 
1.2 AI Governance and the Need for a Risk-Based Approach 
AI governance comprises the rules, institutional structures, processes 

and technical mechanisms used to ensure that AI systems are 

designed, developed, deployed and monitored in accordance with 

legal requirements, ethical values, organizational objectives and 
societal expectations (Mäntymäki et al., 2022). In healthcare, 

governance must extend beyond ordinary regulatory compliance to 

include patient safety, clinical accountability, data stewardship, 

human oversight and management of AI-related harms. 
A risk-based approach recognizes that AI applications do not create 

identical levels of risk. Governance obligations should therefore be 

proportionate to potential harm. Systems that can materially influence 

diagnosis, treatment, triage, clinical prioritization or access to 
essential care require more rigorous assessment and assurance than 

low-impact administrative automation. This principle is consistent 

with the risk-based approaches reflected in the OECD and EU AI Act 

and with lifecycle risk management in the NIST AI RMF. 

1.3 Kenya’s Healthcare AI Context 
Kenya has established a strong foundation for digital transformation 

through the Kenya National Artificial Intelligence Strategy 2025–

2030, the Digital Health Act 2023, the Data Protection Act 2019 and 
related digital-health instruments. The Kenya AI Strategy identifies 

healthcare as a priority sector for AI adoption. Despite these 

developments, the capstone literature found that AI governance in 

healthcare remains fragmented and that practical guidance on AI risk 
classification, auditing, post-deployment monitoring, transparency 

and accountability remains limited. 



1.4 Problem Statement 
The central problem addressed by the capstone is the gap between 

increasing AI adoption and the availability of integrated governance 

and audit mechanisms capable of managing the associated risks. 

Existing laws and policies provide important foundations, but they do 
not by themselves establish a comprehensive operational architecture 

for risk classification, AI lifecycle governance, independent auditing, 

continuous monitoring and clear accountability for AI-related harm. 

This creates uncertainty for healthcare institutions, regulators, 

professionals, patients and technology developers. 

1.5 Purpose and Objectives 

▪ The purpose of the capstone is to develop a Risk-Based 

Governance and Audit Framework for Artificial Intelligence in 
Kenya’s healthcare sector that promotes safe, ethical, 

transparent, accountable and trustworthy AI adoption. 
▪ Objective I: To examine the current landscape of Artificial 

Intelligence adoption within Kenya’s healthcare sector. 
▪ Objective II: To analyse the existing legal, policy, regulatory and 

institutional frameworks governing Artificial Intelligence in 

Kenya’s healthcare sector. 
▪ Objective III: To identify the governance, ethical, technical, 

operational and regulatory risks associated with the adoption of 

Artificial Intelligence in Kenya’s healthcare sector. 
▪ Objective IV: To carry out comparative analysis of international 

best practices and existing Artificial Intelligence governance and 

audit frameworks applicable to healthcare. 
▪ Objective V: To develop a Risk-Based Governance and Audit 

Framework for Artificial Intelligence in Kenya’s healthcare 

sector. 

1.6 Scope 
The capstone focuses on governance, legal, regulatory, ethical, 
organizational and technical dimensions of AI implementation in 

healthcare. It covers the AI lifecycle from design and procurement 

through validation, deployment, monitoring, auditing, updating and 

retirement. It does not test the technical performance of individual 
algorithms, develop AI software or evaluate a specific clinical AI 

product. 
2. METHODOLOGY 
2.1 Research Design 
The capstone adopted a desk-based qualitative research design 

supported by systematic literature review and document analysis. The 

design was appropriate because the purpose was to synthesize existing 

knowledge and governance evidence rather than collect primary data 

from human participants. 
2.2 Sources of Evidence 
Evidence was obtained from peer-reviewed journal articles, books, 

Kenyan legislation and policy documents, international standards, AI 
governance frameworks and reports from authoritative organizations 

including WHO, OECD, NIST, ISO, UNESCO and the European 

Union. Priority was given to literature published from 2020 to 2026, 

while seminal sources were retained where necessary. 
2.3 Research Strategy 
The study used electronic databases and scholarly platforms including 

Scopus, Web of Science, PubMed, Google Scholar, IEEE Xplore, 

SpringerLink and ScienceDirect. Search terms included Artificial 
Intelligence, AI governance, AI audit, AI risk management, healthcare 

AI, digital health, AI regulation, AI ethics, Kenya healthcare and AI 

governance framework. Boolean operators were used to improve 

retrieval precision. 
2.4 Inclusion and Exclusion Criteria 
Included evidence comprised peer-reviewed publications, official 

government documents, international standards, policy reports, AI 

governance frameworks and English-language sources relevant to 
healthcare AI governance. Opinion pieces without empirical or policy 

evidence, duplicates, unrelated non-healthcare AI studies and 

publications lacking sufficient methodological rigor were excluded. 
2.5 Data Analysis 
The evidence was analysed thematically. Extracted material was 

coded and organized around AI adoption; legal and regulatory 

frameworks; governance and implementation risks; international best 

practices; AI governance frameworks; and governance and auditing 
requirements. The themes were then synthesized against the five 

capstone objectives. The resulting synthesis provided the design 

requirements for the proposed framework. 

2.6 Framework Development 
The proposed framework was developed by integrating the findings 

from the theoretical and empirical literature, international governance 

frameworks and Kenya’s legal and institutional environment. The 

development process deliberately combined international principles 
with local context rather than importing an external framework 

unchanged. 
2.7 Ethical Considerations 
The capstone relied solely on publicly available secondary data and 
did not involve human participants or collection of personal 

information. Academic integrity was maintained through source 

attribution, appropriate citation and accurate representation of the 

reviewed evidence. 
3. FINDINGS AND DISCUSSION 
3.1 Current Landscape of AI Adoption 
The review established that AI adoption in Kenya’s healthcare sector 

is expanding, particularly in diagnostic imaging, disease surveillance, 
telemedicine, health information management, predictive analytics 

and administrative decision support. Adoption is more visible in 

national referral hospitals, research institutions, private facilities and 

donor-supported programmes, while county referral and primary 

healthcare facilities generally face greater implementation constraints. 
Institutional readiness varies because of differences in digital 

infrastructure, financial resources, workforce competencies, data 

quality, cybersecurity capacity and organizational governance. The 
findings therefore show that technology availability does not 

automatically translate into safe implementation. Governance 

capacity must develop alongside technological capacity. 
The principal implication is that national AI adoption strategies should 
be accompanied by governance capacity-building, workforce 

development, infrastructure investment and mechanisms that prevent 

AI from reinforcing existing inequalities in healthcare access. 
3.2 Legal, Policy, Regulatory and Institutional Frameworks 
Kenya has an important governance foundation through the Kenya 

National Artificial Intelligence Strategy 2025–2030, Digital Health 

Act 2023 and Data Protection Act 2019. The Digital Health Act 

supports digital health governance, interoperability and secure 
management of health information, while the Data Protection Act 

provides safeguards for personal data, including sensitive health 

information. 
The governance environment involves multiple institutions with 
complementary responsibilities, including the Ministry of Health, the 

Digital Health Agency, the Office of the Data Protection 

Commissioner and professional regulatory bodies. The review 
nevertheless identified fragmented AI-specific oversight. Existing 

instruments provide limited operational guidance on algorithmic 

accountability, explainability, AI certification, independent auditing, 

continuous monitoring, liability allocation and full lifecycle 

governance. 



3.3 Governance, Ethical, Technical, Operational and Regulatory 

Risks 
Governance risks include unclear accountability, fragmented 

oversight, inadequate governance committees and undefined decision-

making responsibilities. Ethical risks include algorithmic bias, 
discrimination, limited explainability, privacy concerns, inadequate 

consent and threats to patient autonomy. 
Technical risks include poor data quality, cybersecurity 

vulnerabilities, model drift, interoperability problems, algorithmic 
error and inadequate validation. Operational risks include limited 

financial resources, infrastructure constraints, skills shortages, 

resistance to change and weak institutional capacity. Regulatory risks 

include uncertainty over liability, certification, post-deployment 
surveillance, continuous compliance and independent audit 

requirements. 
The central finding is that these risks are interconnected. A data-

quality problem can become a clinical-safety problem; a governance 
weakness can become a legal or accountability problem; and a 

cybersecurity incident can become a patient-safety and public-trust 

problem. Risk management therefore needs to operate as an integrated 

system. 
3.4 International Best Practices 
The WHO framework provides healthcare-specific ethical principles 

including human autonomy, wellbeing, transparency, accountability, 

inclusiveness and equity. The OECD provides principles for 
trustworthy AI and risk-based policy. The EU AI Act provides a 

legally enforceable risk-based regulatory model. NIST AI RMF 

provides practical lifecycle risk-management functions, while 

ISO/IEC 42001 provides an auditable AI management-system 
approach. UNESCO and related international guidance reinforce 

human rights, fairness, human oversight and responsible innovation. 
3.5 Comparative Synthesis 
The comparison shows strong convergence around transparency, 
accountability, fairness, human oversight, privacy, safety, risk 

management and continuous improvement. The frameworks differ 

mainly in legal status, scope and implementation mechanisms. No 

single framework fully addresses Kenya’s healthcare context. The 
appropriate approach is therefore a hybrid model combining WHO 

healthcare ethics, OECD principles, EU risk-based regulatory 

thinking, NIST lifecycle risk management and ISO/IEC 42001 

management-system controls. 

3.6 Requirements for the Proposed Framework 
The findings establish eight interrelated requirements: governance 

leadership and institutional oversight; legal, ethical and regulatory 

compliance; AI risk assessment and classification; lifecycle 
governance; ethical and clinical oversight; continuous monitoring and 

performance management; independent AI auditing; and continuous 

learning and improvement. These requirements constitute the 

principal design basis of the framework presented in Section 4. 
4. PROPOSED RISK-BASED GOVERNANCE AND AUDIT 

FRAMEWORK 
4.1 Rationale 
The proposed framework responds to the gap between increasing AI 
adoption and fragmented AI-specific governance. It is designed as a 

practical operational layer that complements Kenya’s existing legal 

and policy environment. Its central proposition is that AI governance 
is a continuous institutional responsibility rather than a one-time 

approval exercise. 
4.2 Guiding Principles 

▪ Patient safety first. 
▪ Human-centred decision-making and meaningful human 

oversight. 
▪ Risk proportionality. 

▪ Lawfulness and regulatory alignment. 
▪ Transparency and explainability. 
▪ Fairness and non-discrimination. 
▪ Privacy and responsible data stewardship. 
▪ Security and resilience. 
▪ Lifecycle accountability. 
▪ Independent assurance and continuous improvement. 
4.3 Framework Architecture 
The framework is layered and cyclical. The policy and regulatory 

layer establishes the mandate. Institutional governance provides 

accountability. Risk assessment determines the level of controls 
required. Lifecycle governance applies those controls from planning 

through retirement. Continuous monitoring and independent auditing 

provide assurance, while corrective action and organizational learning 

feed back into governance and risk assessment. 

 
Figure 1. Proposed Risk-Based Governance and Audit Framework for 

Artificial Intelligence in Kenya’s Healthcare Sector 
Source: Researcher (2026), based on the capstone findings and 

international AI governance principles. 
4.4 Framework Components 
4.4.1 Governance Leadership and Institutional Oversight 
The Ministry of Health should provide sector policy leadership and 

coordination, while the Digital Health Agency should support digital-
health implementation and interoperability. Healthcare institutions 

should establish multidisciplinary AI Governance Committees or 

equivalent structures. Membership should reflect clinical leadership, 

ICT, data protection, legal/compliance, risk, quality, ethics, 

procurement and internal audit expertise, with patient or public-

interest representation where appropriate. The committee should 

maintain an AI register, review risk classifications, approve high-risk 

deployments, monitor incidents and review audit findings. 



4.4.2 Legal, Ethical and Regulatory Compliance 
Every AI system should undergo structured compliance review before 

procurement, development or deployment. Vendor contracts should 

specify responsibilities for data protection, security, documentation, 

incident notification, audit evidence, model updates, change control, 
retention and exit. Compliance should remain continuous; material 

changes in model, data, intended use, cybersecurity status or law 

should trigger renewed review. 
4.4.3 AI Risk Assessment and Classification 
Risk assessment should examine intended purpose, affected 

populations, decision consequences, data sensitivity, potential harm, 

governance, ethical, clinical, technical, operational, cybersecurity and 

regulatory risks. The proposed four-tier classification is: Tier 1 
Low/Minimal; Tier 2 Moderate; Tier 3 High; Tier 4 

Critical/Unacceptable. The classification is an operational proposal 

and should undergo expert validation before formal adoption. 
4.4.4 AI Lifecycle Governance 
Governance should cover planning and needs assessment, 

procurement or development, data governance, technical and clinical 

validation, deployment, operation, monitoring, incident management, 

updating, retraining, change control and retirement. A material change 

should trigger reassessment of the system’s risk profile. 
4.4.5 Ethical and Clinical Oversight 
High-impact systems should have meaningful human oversight. 

Responsible professionals must have the competence, authority, 
information and time needed to question or override AI outputs. 

Ethical review should examine autonomy, fairness, non-

discrimination, explainability, consent where applicable, clinical 

validity and patient safety. AI should support rather than improperly 

replace professional judgement. 
4.4.6 Continuous Monitoring and Performance Management 
Monitoring should cover clinical performance, accuracy where 

relevant, model or data drift, bias indicators, cybersecurity events, 
regulatory compliance, incidents, user complaints and patient 

outcomes. Monitoring frequency should be proportional to risk. A 

centralized AI register should capture ownership, risk tier, data 

sources, validation status, version history, monitoring indicators, 

incidents, audit dates and corrective actions. 
4.4.7 Independent Artificial Intelligence Audit 
Independent AI auditing should assess at least four dimensions: 

governance, technical assurance, compliance and ethics. Governance 
audit examines roles, approvals and controls; technical audit examines 

data quality, model performance, robustness and cybersecurity; 

compliance audit examines legal, regulatory, contractual and 

institutional requirements; ethics audit examines fairness, 
transparency, explainability, human oversight and patient rights. 

Audit findings should be graded and linked to corrective-action plans. 
4.4.8 Continuous Learning and Framework Improvement 
Audit findings, incidents, stakeholder feedback, staff experience, 
technological developments and regulatory changes should inform 

periodic review of AI policies, risk classifications, training, 

monitoring thresholds, audit procedures and vendor arrangements. 

The aim is to prevent governance from becoming a static compliance 

document. 
4.5 Proposed Risk Classification 

Risk tier Characteristics Minimum 

governance 

response 

Illustrative 

examples 

Tier 1 – 
Low/Minimal 

Limited patient 
impact; mainly 
administrative/support
ive; failure unlikely to 
cause material harm. 

Registration, 
privacy/securit

y review, 
training and 
periodic 
monitoring. 

Low-impact 

administrati
ve 
automation. 

Tier 2 – Moderate May influence service 
delivery or resource 

Documented 
risk 

Forecasting, 
scheduling 

Risk tier Characteristics Minimum 

governance 

response 

Illustrative 

examples 

decisions without 
directly determining 

high-impact clinical 
decisions. 

assessment, 
governance 

approval, 
testing, human 
oversight and 
periodic 
internal 
review. 

and limited 
decision 

support. 

Tier 3 – High 

May materially 

influence diagnosis, 
treatment, triage, 
prioritization, 
monitoring or access 
to essential care. 

Multidisciplin
ary approval, 
clinical 
validation, 
enhanced 
bias/data 

assessment, 
human 
oversight, 
strong 
cybersecurity, 
continuous 
monitoring 
and 

independent 
audit. 

Clinical 
decision-
support, 
diagnostic 
or 
predictive 
systems 
with 

material 
patient 
impact. 

Tier 4 – 
Critical/Unaccepta
ble 

Potential for severe or 
irreversible harm, 
unacceptable loss of 
human control or 

inability to provide 
adequate assurance. 

Do not deploy 

until risks are 
reduced to an 
acceptable 
level; prohibit 
or withdraw 
use where risk 
remains 
unacceptable. 

Use cases 
where 

safety, 
accountabili
ty or 
human-
rights 
protections 
cannot be 
adequately 
assured. 

4.6 Audit Architecture 
The audit architecture is designed to provide independent assurance 
rather than simply repeat operational monitoring. Governance audit 

should verify that the institution has approved policies, roles, risk 

assessments and accountability arrangements. Technical audit should 

examine data, model performance, robustness, cybersecurity and 
validation evidence. Compliance audit should test legal, regulatory, 

contractual and institutional obligations. Ethics audit should examine 

fairness, transparency, explainability, human oversight, patient rights 

and evidence of unintended harm. 
4.7 Framework Feedback Loop 
The framework is deliberately cyclical. Monitoring and audit findings 

may trigger corrective action, renewed risk assessment, revalidation, 

modification, suspension or retirement. This feedback mechanism is 
essential because AI systems operate in changing environments and 

their risk profile can change as data, models, use cases, technology, 

regulation or clinical practice changes. 
5. IMPLEMENTATION STRATEGIES 
5.1 National-Level Implementation 

▪ Develop healthcare-specific AI governance guidelines and 

implementation standards that complement existing legislation. 
▪ Establish clear coordination mechanisms among the Ministry of 

Health, Digital Health Agency, data-protection authorities, 

professional regulators and other relevant institutions. 
▪ Develop a national approach to AI risk classification and 

assurance for healthcare applications. 
▪ Promote national capacity building in AI governance, AI 

auditing, cybersecurity, data governance and AI ethics. 
▪ Develop guidance for public-sector procurement of high-risk AI 

systems, including documentation, audit access, security, update 

and exit requirements. 



5.2 Institutional Implementation 

▪ Establish an AI Governance Committee or equivalent 

multidisciplinary structure. 
▪ Create and maintain an institutional AI register. 
▪ Integrate AI risk into enterprise risk management, clinical 

governance, information security and internal audit. 
▪ Require risk assessment before procurement, development or 

deployment. 
▪ Establish formal validation, monitoring, incident management 

and audit procedures. 
▪ Ensure staff using AI systems receive appropriate training and 

understand limitations and escalation procedures. 
5.3 Procurement and Vendor Management 
AI procurement should include due diligence on data provenance, 

model performance, security, documentation, explainability, human 
oversight, incident reporting, audit rights, model updates, change 

control, data retention and system exit. Contracts should not prevent 

healthcare institutions or regulators from obtaining the evidence 

required for safety, compliance and independent assurance. 
5.4 Workforce and Capacity Development 
Implementation requires more than specialist data scientists. 

Healthcare organizations need clinicians who understand AI 

limitations, managers who understand governance, auditors who 
understand algorithmic assurance, legal and compliance personnel 

familiar with AI risks and ICT teams capable of managing 

cybersecurity and data governance. AI literacy should therefore be 

integrated into professional development and institutional training. 
5.5 Phased Implementation Roadmap 

Phase Core activities 
Phase 1: Preparation Policy mapping; institutional 

readiness assessment; stakeholder 
engagement; governance structure; 
AI register. 

Phase 2: Governance Establishment Approve institutional AI policy; 
establish risk classification; define 
roles; develop procurement and 
compliance controls. 

Phase 3: Controlled Piloting Apply the framework to selected AI 
use cases; conduct validation; 
establish monitoring and audit 
processes. 

Phase 4: Scale-up Expand across facilities and 

counties based on lessons, 
institutional capacity and risk. 

Phase 5: Institutionalization Embed AI governance into routine 
regulation, clinical governance, 

enterprise risk management, 
internal audit and continuous 
improvement. 

6. POLICY RECOMMENDATIONS 
6.1 Government and Policymakers 

▪ Kenya should complement its existing AI and digital-health 
policy architecture with healthcare-specific AI governance 

guidance. The guidance should define risk classification, 

accountability, lifecycle requirements, documentation, human 

oversight, independent auditing, incident reporting and post-

deployment monitoring. 
6.2 Ministry of Health 

▪ The Ministry should provide sector leadership for healthcare AI 

governance, coordinate stakeholders, develop implementation 

guidance and promote equitable institutional readiness across 

national and county facilities. 
6.3 Digital Health Agency 

▪ The Digital Health Agency should integrate AI governance 

requirements into digital-health architecture, interoperability, 

system registration and information-management processes. 

6.4 Data Protection and Privacy Oversight 

▪ AI governance should be aligned with data-protection 

requirements from the earliest stages of system design and 

procurement. Institutions should ensure that sensitive health data 

are processed lawfully, securely and only for legitimate purposes. 
6.5 Healthcare Institutions 

▪ Healthcare institutions should treat AI governance as an 

institutional responsibility. Boards, senior management, clinical 

leadership, ICT, procurement, risk management, ethics, 
legal/compliance and internal audit should have clearly defined 

responsibilities. 
6.6 AI Developers and Vendors 

▪ Developers should provide sufficient documentation, validation 

evidence, security controls, information about data and 

limitations, update procedures and mechanisms for incident 

reporting and audit. Vendors should be expected to support 
accountability rather than create information asymmetry that 

prevents effective assurance. 
6.7 Professional Bodies 

▪ Professional regulatory bodies should clarify the responsibilities 
of healthcare professionals using AI-supported systems and 

reinforce the principle that professional accountability cannot be 

displaced simply because a recommendation originated from an 

AI system. 

6.8 Universities and Researchers 

▪ Universities should strengthen interdisciplinary training and 

research in AI governance, healthcare AI auditing, ethics, 

cybersecurity, data governance and responsible innovation. 

Future research should also evaluate the proposed framework 

empirically in healthcare institutions and county systems. 
7. RISKS, LIMITATIONS AND VALIDATION 

PRIORITIES 
7.1 Risks to Implementation 

▪ Limited institutional resources and uneven digital maturity. 
▪ Shortages of AI governance, audit, cybersecurity and data-

management skills. 
▪ Fragmented institutional mandates and possible duplication of 

regulatory responsibilities. 
▪ Rapid technological change that can outpace policy and 

governance mechanisms. 
▪ Vendor dependence and limited access to proprietary technical 

information. 
▪ Resistance to change or inappropriate reliance on AI outputs. 
▪ Risk that governance requirements become compliance 

paperwork rather than active controls. 
7.2 Limitations of the Capstone 

▪ The capstone is desk-based and therefore does not provide 

primary empirical validation from Kenyan healthcare institutions 

or experts. The local empirical evidence base is also still 
developing. In addition, AI technologies, international standards 

and regulatory approaches continue to evolve. The proposed risk 

classification and governance mechanisms should therefore be 

treated as a structured policy and implementation proposal 

requiring further expert validation before formal adoption. 
7.3 Validation Priorities 

▪ The framework should be subjected to structured expert review 
involving healthcare governance, clinical practice, digital health, 

data protection, cybersecurity, AI development, ethics, 

legal/compliance, risk management and internal audit. Validation 

should assess relevance, completeness, clarity, feasibility, 



proportionality, institutional accountability, patient safety, legal 

alignment, auditability and adaptability. 
8. CONCLUSIONS 

▪ The capstone demonstrates that Kenya is moving towards 

increasingly AI-enabled healthcare, but the development of 
governance capacity has not fully kept pace with technological 

adoption. The principal challenge is not the absence of all 

relevant laws and policies; rather, it is the absence of an 

integrated operational mechanism that translates existing legal, 

ethical and policy commitments into proportional, auditable and 

lifecycle-based controls. 
▪ The study concludes that AI risks in healthcare are 

interconnected. Governance, ethical, technical, operational and 
regulatory risks can reinforce one another and ultimately affect 

patient safety, institutional accountability and public trust. 

Effective governance must therefore combine risk assessment, 

ethical oversight, legal compliance, technical assurance, human 
oversight, continuous monitoring and independent auditing. 

▪ The comparative review demonstrates that international 

frameworks provide valuable but complementary lessons. WHO 
contributes healthcare-specific ethics; OECD contributes 

trustworthy AI and risk principles; the EU AI Act contributes 

risk-based regulatory thinking; NIST contributes operational 

lifecycle risk management; and ISO/IEC 42001 contributes an 
organizational management-system approach. Kenya should 

adapt these strengths to its own legal, institutional and healthcare 

realities. 
▪ The proposed Risk-Based Governance and Audit Framework 

provides the principal practical contribution of the capstone. It 

establishes a coherent governance cycle from readiness 

assessment and governance establishment through risk 

classification, compliance, validation, controlled deployment, 
monitoring, independent audit and continuous improvement. Its 

value lies in connecting principles to institutional actions and 

assurance mechanisms. 
▪ Ultimately, the safe and trustworthy adoption of AI in Kenya’s 

healthcare sector will depend on whether governance is treated 

as an ongoing institutional capability rather than a one-time 

approval requirement. The proposed framework provides a 

reference architecture for making that transition while supporting 

responsible innovation, patient safety, accountability, 

transparency and public trust. 
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